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1. Introduction

This user guide describes the HT32F49xxx Flash Programmer. The HT32F49xxx Flash Programmer
is a graphical interface application developed to demonstrate the In-System Programming (ISP)

function of the HT32F49xxx series of MCU. With this application, users can access the Bootloader

through the UART port or USB port to implement program update for the HT32F49xxx series of
MCU.

1.1 Environmental Requirements

Software requirements

Windows 7 and above are required.

For software version below 2.0.04, Net framework 4.0 is required.
For software version 2.0.04 and above, .Net framework 4.6 is required.

Hardware requirements
Available serial communication ports (COM).
Available USB communication ports.

1.2 Glossary

ISP

In-System Programming. Users can directly perform write or erase operations on the device with
ISP function.

UART

Universal Asynchronous Receiver/Transmitter. It is a serial communication port (COM) for full-
duplex asynchronous communication.

USB

Universal Serial Bus. It is an external bus standard used to regulate the connection and
communication between computers and external devices.

DFU

Device Firmware Upgrade. It is a device firmware update protocol based on USB communication.

Rev. 1.00
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2. Bootloader Introduction

2.1 Enter Bootloader Mode

The following table describes how to set the HT32F49xxx series to enter the Bootloader mode.
Taking the HT32F49395 as an example, during the boot-up process, the hardware determines
whether the conditions BOOT0=1, BOOT1=0 and BTOPT=1 are met, if yes, the device will enter
the Bootloader mode and receives ISP commands through the communication interface. Note that
the method for entering Bootloader mode may vary among different MCU types due to differences
in the Boot pin number and the function of the user system data area. Refer to the specific device
datasheet for more information.

Part No. Conditions
HT32F49xxx: Boot Pinx2 + supporting Bank 2 BOOT0=1, BOOT1=0, BTOPT=1
HT32F49xxx: Boot Pinx2 BOOTO0=1, BOOT1=0
HT32F49xxx: Boot Pinx1 BOOT0=1, nBOOT1=1

Bootloader Mode

Note: 1. Refer to the datasheet of the specific device for the corresponding pin locations of BOOTO0 and
BOOTI.
2. The BTOPT bit is located in the user system data area. For the MCU with Bank 2, it means to
boot from Bank 2 when BTOPT is 0.
3. The nBOOT1 bit is mapped in the user system data area and it can be modified by software.
Refer to the user manual of the corresponding device for details.

In addition to the methods mentioned in the above table, the Bootloader can be executed by jumping
to the Bootloader code area using the user code. Before jumping, all peripherals must be reset and all
peripheral clocks, PLL, interrupts must be disabled and pending interrupts signals must be cleared.

When the Bootloader has entered a programming mode, other programming mode detection will
be disabled. For example, the Bootloader supports USART1, USART2 and USB_DFU, when the
Bootloader has detected 0x7F on USART]I, it will enter the USART1 programming mode and
disable the detection of USART2 and USB_DFU.

Note that when using UART for programming, if there is data transmission on the UART RX pin
during the baud rate detection, it will enter the corresponding UART programming mode. If the data
is not 0x7F, the UART will be configured with an incorrect baud rate and subsequent communication
will not proceed properly. Therefore, it is recommended to keep the unused peripheral RX interfaces
such as UART RX at a fixed high or low level when the Bootloader starts. If these pins remain
floating or there is data transmission, it may result in access to an unused interface.

Note: It is recommended to wait for 200ms after power-on before sending the Bootloader command.

Rev. 1.00
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2.2 Hardware Connection Requirements

To use the UART Bootloader programming mode, the host must be connected to the corresponding

UART RX and TX pins.
+V
Y
RX = | ™
| RS232 :
UART Host TX—L ——RX HT32F49xxx
GND

Note: The typical voltage for +V is 3.3V and the typical value for R is 100kQ.

UART Hardware Connection

To use USB DFU, the MCU USB interface should be connected to the USB host.

USB Host HT32F49xxx

Note: When the Bootloader starts, it is recommended to keep the unused peripheral RX interfaces
such as UART_RX at a fixed high or low level when the Bootloader starts. If these pins
remain floating or there is data transmission, it may result in access to an unused interface.

USB Hardware Connection

2.3 Peripheral Configuration

The following tables take HT32F49395 as an example to describe the communication interfaces
supported by ISP Bootloader and the pin definition of each interface. Refer to each device datasheet

for details.

Supported Interfaces
Part No.
USART1 USART2 DFU
HT32F49395 Y Y Y
HT32F49395 Supported Interfaces
IP Applicable Devices TX Pin/DM RX Pin/DP
USART1 All PA9 PA10
HT32F49395

USART?2 100-pin LQFP PD5 PD6
Other PA2 PA3
USB DFU All PA11 PA12

HT32F49395 UART/USB Pin Definition in Bootloader Mode

April 10, 2023
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2.4 Programming Mode Selection

( System Reset )

System Initialisation

v

Configure HICK as clock source
and system clock to 48MHz

A 4
Configure USB

Yes

USB connected?

UART received Ox7F ?

\ 4
Disable USB_DFU Disable UART
\ 4 y
Enter UART Program mode Enter USB DFU Program mode

ISP Programming Mode Selection

Rev. 1.00
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3. Installation

The hardware environment is set up as follows:

* UART communication: The device must be connected to the available serial communication port
(COM) on the computer.

* DFU communication: The device must be connected to the available USB port on the computer.

Note: When a USB has been connected, the UART communication will not be supported. To change
to UART mode, it is required to remove the USB and reset the system.

3.1 Install Programmer

Obtain the latest version of the HT32F49xxx Flash Programmer from the Holtek official website.
The installation file is named “HT32F49xxx_Flash Programmer Vn.m.r.exe”. The installation steps
are as follows:

* Double-click on “HT32F49xxx_Flash Programmer Vn.m.r.exe” and click “Install” on the dialog
below.

i Setup - Holtek HT32F4%x0cx Flash Programmer

Ready to Install

Setup is now ready to begin installing Holtek HT32F49x00c Flash Programmer on
your computer,

Click Install to continue with the installation.

Install Cancel

Install Programmer

Rev. 1.00 7 April 10, 2023
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* When the installation has finished, a completion page will appear as shown below. Choose
whether or not to view the release notes or to launch the HT32F49xxx Flash Programmer. Click

“Finish” to complete the installation.

]'.,E! Setup - Holtek HT32F49:z0: Flash Programmer =

Completing the Holtek
HT32F49:00¢ Flash Programmer
Setup Wizard

Setup has finished installing Holtek HT32F49%xx Flash
Programmer on your computer, The application may be
launched by selecting the installed shortcuts,

Click Finish to exit Setup.

B view the release notes
B Lzunch HT32F4%xxx Flash Programmer

Finish Programmer Installation

3.2 Install USB DFU Driver
To use the USB DFU communication, it is required to install the USB DFU driver for the used
HT32 MCU. The installation file is named “HT32F49xxx DFU Driverlnstall Vn.m.r.exe”, double-
click on this file and click “Install” on the dialog below.

iinil Setup - HT32F4%0o: DFU Dnverlnstall

Ready to Install H
Setup is now ready to begin installing HT32F4%<xx DFU DriverInstall on your
computer,

Click Install to continue with the installation.

Install Cancel

Install DFU Driver

Rev. 1.00 8 April 10, 2023
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3.2.1 Automatic Installation
Then enter the driver installation interface. The driver installation program will automatically scan
all the “HT32 Bootloader DFU” devices connected to the computer. When the devices have been
connected, the “VID”, “PID” and “UID” of each device can be displayed respectively.

® Holtek HT32F4900 DFU Driverlnstall (V1.0.30)

Device Mame -

|HT32 Bootloader DFU |

WID - 0409 Install driver
PID : IElUU

Extract driver
uIiD - I

DFU Driver Installation

Click on the “Install driver” button to start the automatic installation of the driver. If the installation
is successful, a successful installation message will be displayed. If the installation is failed, an error
message will be displayed.

3.2.2 Manual Installation
When the automatic installation has failed or the user needs to install the driver manually, click
on “Extract driver”, a driver installation package, the “usb_driver” folder, will be generated in the
installation path.

= [m] X
HT32F49xxx DFU Driverinstall % +
@ New - % 1a} ()] T T sort ~ = view -
&« > v T < Holtek HT32 Series > HT32F4%acx DFU Driverlnstall ~ G . Search HT32F4%00c DFU Driverlnstall
| Desktop Mame Date modified Type Size
usb_driver File folder
E HT22F4%xxxDFUDrivernstall.exe Application 3,346 KB
B libwi.dll Application exten... 6,218KB
[ unins000.dat DATFile 15K8
ﬁ! unins000.exe Application 1175KB
Sitems 1 item selected E [m|

Driver Installation Package Location

This installation package is only available for the currently running operating system. If it is applied
to other operating systems, the installation may be failed.

The procedures of manual installation are as follows, which takes the Windows 11 as an example.

Rev. 1.00 9 April 10, 2023
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* Open “Device Manager”.

ulj Device Manager

File Action View Help

% mE Hm

| Biometric devices

9 Bluetooth

® Cameras

E Computer

s Disk drives

[ Display adapters

w= DVDY/CD-ROM drives

* Firmware

i Human Interface Devices
Keyboards

B Mice and other pointing devices
@ Moniters

I? Metwork adapters

2 Other devices

B4 HT32 Bootloader DFU

b 3
> @ Ports (COM & LPT)
» = Print queues

> ) Processors

> WY Security devices
»

>

2>

?

5

v v vvvvvvvvw v v

[3 Sensors

g Smart card filters

Q Smart card readers
l‘ Software components

W Snftware devires

Device Manager

First make sure that the “HT32 Bootloader DFU” device has been correctly connected to the computer.

After this, the “Device Manager” will scan the device “HT32 Bootloader DFU” without driver

installed.

If the device “HT32 Bootloader DFU” is not found, rescan it. Click on the “Device Manager”-

“Action” menu and select “Scan for hardware changes”.

» Right-click on the “HT32 Bootloader DFU” to select “Update driver”.

evice Manager

File Action View Help

s EH|E HE« P kEX®

~ % LAPTOP-CPS302EM

i Audio inputs and outputs
@ Batteries

| Biometric devices

0 Eluetooth

Q Cameras

g Computer

- Disk drives

5§ Display adapters

= DVD/CD-ROM drives

i Firmware

Human Interface Devices
Keyboards

9 Mice and other pointing devices
[ Menitors

I? Metwork adapters

Other devices

E? ACP HDA Node

Bl HT3:
[___Updatedriver ]
& Portabl U
i Ports (COD L

(Vv v v vV VY Y Y Y Y Y Y Y v

>

>

» =1 Print queu Uninstall device

> o) Processors

5 B9 Security de Scan for hardware changes
> [ Sensors Properties

s [ Smart card
LLaunch es the Update Driver Wizard for the selected device.

Update Driver

Rev. 1.00
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+ Select “Browse my computer for drivers”.

How do you want to search for drivers?

—> Search automatically for drivers
Windows will search your computer for the best available driver and install it on
your device,

—> Browse my computer for drivers
Locate and install a driver manually.

Cancel

Browse My Computer for Drivers

* Correctly select the driver location. Click on “Extract driver” to generate a driver installation

package, the “usb_driver” folder. Then click on “Next”.

Browse for drivers on your computer

Search for drivers in this location:

et Ho tek HT32 Series\HT32F4L DFU Driverinstall\usb_drive i Browse...

B Include subfolders

—> Let me pick from a list of available drivers on my computer
This list will show available drivers compatible with the device, and all drivers in the
same category as the device,

MNext Cancel

Select Driver

Rev. 1.00
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»  Wait for the driver installation to complete. When the installation has completed, click on “Close”.

The manual installation of the driver has completed.

| €&

B Update Drivers - HT32 Bootloader DFU

The best drivers for your device are already installed
Windows has determined that the best driver for this device is already installed. There may be
better drivers on Windows Update or on the device manufacturer's website.

- HT32 Bootloader DFU

—> Search for updated drivers on Windows Update

Complete Installation

Close

Rev. 1.00
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HOLTEK i ’

4. User Interface

4.1 Device Connection Page

In this section, users can select a corresponding connection method, UART or DFU.

4.1.1 UART Connection

After selecting the UART connection, select a serial port and complete relevant settings, as shown

in the following figure. Ensure that the device to be operated is correctly connected to the selected

serial port.

B Holtek HT32F49x Flash Programmer (V2.0.7)

Port Type TART

HOLTEK i ’

Zelect the communication port snd st settings, then click next to open connection

Part Name COM10 ~ Parity Even
Baud Rate 115200 - BootBwitch  Manual
Data Bits ) ~ Timeout(s) 2
BootOption Mot use RTS and DTRE
Select Language English "
Back Hext Cancel Cloz=

UART Connection Interface

When the “Boot Switch” is set to “Manual”, the device should be reset manually to restart the

“BootLoader” program in device. If the device supports automatic connection circuitry, the device

can control the reset by controlling the DTR and RTS signals. The supported control mode of the

current device can be selected in “Boot Option”.

When the settings have completed, click on “Next”. If the connection is successful, the softwre will

jump to the next page. If the connection is failed, an error message will be displayed.

Rev. 1.00
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The USB serial port automatic connection circuit can be designed with reference to the following

figure.
USB USART&USB POWER
VCes.3 vees
50
e
¢ U .
|| VCC—GND 4| | GND
ICS;‘M S o (2
RTS# RXD |—— 20 VUSB
3| e v L4 [ €35
12 | Devd Do |5 CH340 D+ | [104
] e o [ CH0D- = | yss 23
00 psre I GND [, e
EN A 8 vee
= crs# X0 2ot cmsaon 7 7
CH340G AN CR30 DY 3| 1,
—Cse  —es7 = NC
GNIY
= L1
L = U
o GND

USB Serial Port Auto Connection Diagram

The combination of Q2 and Q3 constitutes the automatic connection circuit of the development
board, which only requires to set DTR low and set RTS high into the Bootloader using the ISP
software. In this case, auto connection can be implemented without manually setting BO and
pressing RESET key. Here the RESET is the reset signal of the development board, whereas BOOTO0
is B0 signal of the boot mode.

The following is the implementation process of automatic connection circuit when BOOT1 is low.
First, the DTR is controlled to output a low level using ISP, DTR# output is high, then set RTS high,
RTS# output is low. In this case, Q3 is turned on to pull high the BOOTO0 (BOOT0=1) and Q2 is also
turned on. This causes the device reset pin to be pulled low to implement reset. Then, after a delay
of 100ms, the DTR is controlled to output a high level using ISP, DTR# output is low level, and RTS
maintains high, RTS# continues to be low level. In this case, Q2 is no longer on which makes the
device reset pin turnning high to end reset. However BOOTO will remain high and the system will
enter the Bootloader mode, then ISP starts to connect and download the code.

Rev. 1.00
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4.1.2 DFU Connection
After selecting the DFU connection, select a DFU device to be connected, as shown in the following

figure. Ensure that the device to be operated is correctly connected to the corresponding USB port of
PC.

® Holtek HT32F4%0xx Flash Programmer (V:

HOLTEK

Select the communication DFU device, then click next to apen connection

Port Type TSE DFU e
Hums VID PID D
[ B 0419 a100 HT32
Select Language English w

Back Neat Canicel Close

DFU Connection Interface
The software will automatically obtain and display the relevant information of the DFU device,
including vendor ID (VID), product ID (PID) and product serial number (UID).

After selecting the connected DFU device, click on “Next”. If the connection is successful, the
software will jump to the next page. If failed, an error message will be displayed.

Rev. 1.00 15 April 10, 2023
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4.2 Flash Status Page

When the connection has been established, the Flash status will be displayed on this page, as shown
in the following figure. If the “Access protection” function is enabled, the device will restrict the use
of some functions, it is only allowed to use Firmware CRC function, Flash CRC and disable “Access

protection” function.

® Holtek HT22F4%00x Flash Programmer '}

HClLTEK#>

Target iz readable. Pleaze click "Next" to proceed.

Flash Bize 1024 KB

Back Wext Cancel Close

Flash Status Interface

Rev. 1.00 16 April 10, 2023
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4.3 Device Information Page

This page shows device information such as target device, PID, BID, protocol version, Flash
mapping and Flash protection status.

B Holtek HT32F4%00x Flash Programmer

HOLTEK i ‘

Please, select your device in the target list

Target  HT32F49395_100LOFP_1024K v
PID (hy 70050340 BID (h) 5001 Protncol Version 3.2
(O] 2PIM
Select EemapO{Use PAL1/PALZ pins)
0 Remapl (Use PE10/FE1l pins)
Flash mapping
Hame Start address End address Bize FAP EPP
Sectoid] 18000000 0xd180007FF O5A00(2K) 0] N
Sector] 18000800 0xd13000FFF OxA00(2K) 0] N
Sectord 018001000 03418001 7FF OxA00(2K) 0] N
Sectord 018001800 313001 FFF OxA00(2K) 0] N
Sectord 18002000 018002 7FF OxA00(2K) 0] N
Sectors 18002800 Dxd13002FFF OxA00(2K) 0] N
Sectoifi 018003000 0xd180037FF OxA00(2K) 0] N
Sector? 18003800 31300 3FFF OxA00(2K) 0] N
Sectoid 18004000 03413004 7FF OxA00(2K) 0] N
Sectoid 18004800 0xd13004FFF OxA00(2K) 0] N
¥: Protected 0. UnProtected
Back Next Canicel Cloze

Device Information Interface

If an SPIM is connected, check “SPIM” and select “SPIM Type”. The SPIM size depends on the
“SPIM Type”. If the SPIM encryption is required, set “SPIM FLASH_DA”.
Then all sectors of the main Flash and SPIM will be automatically displayed in the Flash mapping
area.
* Check “SPIM”
If an SPIM is connected, check “SPIM” before the software allows SPIM operations.
* Uncheck “SPIM”
The software will not allow the SPIM operations.
* SPIM Type
The SPIM type can be selected by the “Select” button.
Click on the “Select” button, the following dialog box will pop up.

Rev. 1.00 17 April 10, 2023
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SPIM Select
Select SPIM type name Size
Oit GD25Q127C 16MB
Oz GD25Q64C 8MB
O3 GD25Q32C 4MB
Oa GD25Q16C 2MB
Os GD25Q30C 1MB
Os W25Q128V 16MB
07 EN25QH1284 16MB
[ Commen Typel 16MB
E] 9 Commaon Type 16MB
Auto detect Delete
SFIM =ize i
QK Cancel
A A

SPIM Selection Interface

Auto detect: It will automatically detect whether the SPIM meets the operation requirements of this
software. Auto detect will overwrite some data of SPIM, use it with caution.

When the detection is successful, a dialog box to enter SPIM name will pop up.

SPIM name

SPIM auto detect successfullw, Flease enter SFIM name:

0K Cancel

Enter SPIM Name

Click on “OK” to add the detected SPIM to the SPIM list.
Click on “Cancel” to cancel this auto detect.

If the detection is failed, a failure dialog box will pop up.

Warning

I Device has disconnected =

SPIM Detection Failed

Rev. 1.00 18 April 10, 2023
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SPIM size: This is used to select SPIM size, except for the default type.

Delete: Delete the selected SPIM from the list, except for the default type.

OK: Select the SPIM checked in the SPIM list.

Cancel: Abandon the selection.

Size

The SPIM size is automatically determined based on the selected SPIM type.

SPIM FLASH DA

Set the encryption range when files are downloaded to the SPIM. The encryption range calculates
starting from address 0x08400000.

Remap0 (Use PA11/PA12 pins) / Remap1 (Use PB10/PB11 pins)
Select the desired SPIM pins. This option is only available using UART interface.

4.4 Operation Configuration Page

Select what needs to do on this page.

B Holtek HT32F4%ox Flash Programmer (V2.0.7)

HOLTEK i ,

© Erage Al Sectors . ) Edit User systern data
© Dovnload to device () Diizable sLib
sLib Status: DISABLE Start sactor v
Remaining usage times: 253 DATA stat sector ~
Fazzword Ox End sector w
No.  File Hame File Size Address Range(Ox) Add

Erase option Erasze the sectors of file sire D Enable slib before download
[ Optimize (Femove some FFs) [T Verify after download
[ Write user serial number [ Jump to the vser program

fddress 0y 08010000 Carrent SH Ok 00000001 Inerease =tep O 00000001

[ Apply User systern data
[ Ensble fecess protection after Download

() Upload from devize

() Firmware CRC Bector i1l FF
() Flash CRC
Start zector Sestor0—0x3000000 End sector Seetor0—0x8000000
() Protection DIZAELE Leeess protection
Back Next Caneel Cloz=

Operation Configuration Interface

Rev. 1.00
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4.4.1 Erase
* Click on “All” to erase the whole memory including SPIM.

Click on “Sectors” to customize the sectors to be erased. Click on “...” to select the sectors to be

erased in the pop-up dialog box.

Memory Mapping
Name Start address End address Size FLP  EPP
[ Eectord 012000000 0:020007FF 0:200(2K3 i i
[ Sectorl 012000500 0:02000FFF 0:300(2K1 i} i
[ Sector2 012001000 002001 7FF 0:300(2K1 i} i
[ Sector? 018001500 002001 FFF 0:300(2K1 i} i
[ Sectord 018002000 0:020027FF 0:300(2K1 i} i
[ Sectors 018002500 0:02002FFF 0:300(2K1 i} i
[ Sectort 012002000 0:020037FF 0:300(2K1 i} i
[ Sector? 013003500 0:02003FFF 0x300(2K1 i} i
[ Sectord 012004000 0:020047FF 0x300(2K1 i} i
[ Sectord 013004500 0:02004FFF 0x300(2K1 i} i
[ Sectarl 018005000 0:020057FF 0x300(2K1 i} i
[ Sectorl 1 018005500 0:02005FFF 0x300(2K1 i} i
[ Sectarl2 018006000 0:020057FF 0x300(2K1 i} i
[ Sectarl3 018006500 0:02005FFF 0x300(2K1 i} i
[ Sectarld 0418007000 0:020077FF 0:300(2K1 i} i
[ Sectarls 0418007500 0:2007FFF 0:300(2K1 i} i
[] Sectarls 0413005000 0:020057FF 0:300(2K1 i} i
[ Sectarl? 0418008500 0:200SFFF 0:300(2K1 i} i
[ Sectarls 03413009000 0:420097FF 0:300(2K1 i} i
[] Sectarls 0418009500 0:2009FFF 0:300(2K1 i} i
[ Select 411 (84 Cancel

Sector Erase Selection

Rev. 1.00
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4.4.2 Edit User System Data
Select “Edit User system data” and click on “Next” to jump to the “User system data” configuration
page.

On this page, users can configure the “User system data” using the graphical interface.

B Holtek HT32F4%xxx Flash Programmer (V2.0.7)

Liecess protection ECPEOERAM)

FAP A5 Dizble w S6EE SEAM w
Systern setting byte

wq FF () nWDT_ATO_EN[_) nDEPSLP_RST () nSTDEY_RST [ BTCPT
Eraze and program protection birtes

Wame Stertaddress  End sddress  Size E. EPRO-3  |EER)|EER| EEN | EEA|

[ Bectord 008000000 0x080007FF O0x800{2K) N

[ Bectorl 008000800 0«08000FFF 0x800{2K) N

[ Bector 008001000 0x080017FF 0x800{2K) N

[ Bector3 008001800 0x08001FFF 0x800{2K) N

[ Sectord 008002000 0«080027FF OxB00{2K) N

[ BectorS 008002500 0x08002ZFFF 0x800{2K) N

[ Bectorts 0=08003000  0x080037FF OB0002K) N

[ Setrr? MAENNZANT  NNANTIFFE  heAnneT®s 0 () Select all
Tzer data

Date 0 (1 [2 [3 (4 [5 [& |7 Clear

Data 0—-7 (0=} FF FF FF FF 12 FF FF

Load file
Save to file
SPIM encryption key
KEY0 0x FF KEY1 0x FF KEY2 0x FF KEY3 0x FF
KEYV4 0x FF KEY5 0x FF KEY6 0x FF KEY7 0x FF
Load from device Lpply to device Load from file Fave to file
Back Mext Caneel Clos=

User System Data Interface

The software supports obtaining the “User system data” value from the device or file and displaying
the value. After editing, apply to device or save to file.

* Access protection
The access protection status is displayed. The access protection of the memory cannot be set
here.
Enabled: FAP is OxFF.
Disabled: FAP is 0xAS.
When the access protection is enabled, neither the Flash memory or user system data can be read,
unless the access protection is disabled. When the access protection is disabled, both the main
Flash memory and user system data will be erased.

* System setting byte
nWDT_ATO_EN:
Checked — Watchdog self-enabled is enabled.
Unchecked — Watchdog self-enabled is disabled.
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nDEPSLP RST:
Checked — Reset occurs when entering Deep Sleep mode.
Unchecked — No reset occurs when entering Deep Sleep mode.

nSTDBY_RST:
Checked — Reset occurs when entering Standby mode.
Unchecked — No reset occurs when entering Standby mode.

BTOPT:

Checked — when the device is set to boot from Flash memory bank 1 or bank 2. The device will
boot from bank 1 if there is no startup program in bank 2, otherwise, it will boot from bank 2.
Unchecked — when the device is set to boot from Flash memory (default value), it starts from
bank 1.

EOPB0 (SRAM)

224KB SRAM — SRAM 224KB.

96KB SRAM — SRAM 96KB.

Erase and program protection bytes

Choose which sectors need to be protected from erase and program.

Erase and program protection bytes

EFP0-3 FF FF FF FF

Wame Start sddress  End address  Bize E. | | =) | S| | S
[ Sectod 008000000 (x080007FF Ox300(2K) N I
[ Bectorl 002000800 C-02000FFF O<30002K) N
[ Bectou2 002001000 C-020017FF O<30002K) N
[ Bectors 008001800 C-0S001FFF O<30002K) N
[ Bectord 008002000 C-0S0027FF O<30002K) N
[ Bectors 008002800 C-0S00ZFFF O<30002K) N
[ Bectouts 008003000 C-080037FF O<30002K) N
[ Sertar? MANNIANT  MRNN3FRR (xRN oKy O [ Select all
Erase and Program Protection Bytes
EPPO:

Controls the erase and program protection of sectors ranging from Flash 1K to 32K.

EPP1:
Controls the erase and program protection of sectors ranging from Flash 33K to 64K.

EPP2:
Controls the erase and program protection of sectors ranging from Flash 65K to 96K.

EPP3:
Bits 0~6 control the erase and program protection of sectors ranging from Flash 97K to 124K;
Bit 7 controls the erase and program protection of all sectors after Flash 124K, including SPIM.

e User data
Tamr data
Date 0 L (2 [ |4 [& |6 |7 C ear
Data 0—7 (0x) FF |FF |FF |FF |FF FF|FF  |FF

Load file

Save to file

User Data
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Clear: Clear all user system data to OxFF.
Load file: Load the user system data file to the table.

Save to file: Save the user system data in the table to the file.

* SPIM encryption key
Users can set the SPIM encryption key value.

SPIM encrvption kew

KEEV0 0x FF KEEY1 0x FF KEEYZ 0x FF KE¥3 0x FF
EEV4 0x FF KEYS ox FF KEY6 0z FF KEY7 0x FF
Load from device Apply fo device Load from file Save to file

SPIM Encryption Key
* Load from device
Read the user system data from the device and update it to

* Apply to device
Save the user system data settings to the device.

e Load from file

the interface for display.

Read the content of user system data from user system data file and update it to the interface for

display.
+ Save to file
Save the user system data settings to a file.

4.4.3 Download to Device

=Lib Status: DISARLE Stant sector W

Remaining usage times: 263 DATAE start sector e

Paszword Ox End sctor ~

Ho. File Hame File Size #ddress RangeiOx) Add

Delete

Eraze option Frase the sectors of file size - |:| Enable shib before downlosd

[ Optimize R emaove some FFs) [ Verity after download

[] Write eex sexial number (] Tamnp 1o the vser program

0a010000 Qooooooi oooaoonl
[ Apply User swstern dats

[] Enable Lecess protection after Diownload

Download to Device
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 sLib settings

+ sLib Status
Status of the sLib connected to the device, “DISABLE” or “ENABLE”.

+ Remaining usage times
It means the remaining usage times of sLib. It can be used up to 256 times and will be reduced
after each usage. When the remaining usage times is 0, the sLib function will not be available.

+ Password
Enter the enable password when the sLib function is enabled. Enter the disable password when
the sLib function is disabled.

+ Start sector
The start sector of the sLib area. The instruction area is from the “Start sector” to the “DATA
start sector” (not including the “DATA start sector”). When the sLib is enabled, the data in this
area cannot be erased, written or read.

+ DATA start sector
The start sector of the sLib data area. This data area is from “DATA start sector” to “End
sector” (including the “End sector”). After the sLib is enabled, the data in this area cannot be
erased and written, but can be read. When the “DATA start sector” is set to “none”, it means
no data area.

+ End sector
The end sector of the sLib area.

Other download settings
Three file types are supported: bin (binary), hex (hexadecimal) and s19/srec (Motorola S file).

Ho. File Hame File Size Address Rangellx) Aadd
1 led_toggle bin 2697 0BO00000—(B000453 Delete

Download File Selection

If adding a bin file, a download address can be chosen.
If adding a hex or s19/srec file, the download address is obtained from the loaded file.

+ Select “Erase the sectors of file size” to erase sectors where the downloaded file is located

before download.
Select “No Erase”, no erase operation will be performed before download.
Select “Global Erase” to erase the whole memory including SPIM before download.

+ Check “Enable sLib before download” to enable sLib before download. Users need to enter
the password, start sector, data start sector and end sector to enable sLib. Refer to the sLib
settings on the previous page for details.

+ Check “Verify after download” to run the verify program after downloading to verify whether
the download data is correct.

¢ Check “Jump to the user program” to run the program directly after the download is
completed.

+ Check “Optimize (Remove some FFs)” to optimize the download process, skip the OxFF field
of the file and speed up the download.

+ Check “Write user serial number” and download the serial number to the device after
download.

¢ Address: The address where the serial number is programmed into the memory.
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+ Current SN: The serial number for the current programming.
+ Increase step: This is the amount added to the current serial number after each serial number is
programmed.

+ Check “Apply User system data” to load the user system data file after download and set the
values to the device.

+ Check “Enable Access protection after Download” to enable access protection after download.

4.4.4 Disable sLib
To disable the sLib, enter the disable password which is the enable password when the sLib was last
enabled.

() Download to device LY Dizable s[4b
sLib Status: DISABLE
Remaining usage

Pazzword

Disable sLib

When the sLib is disabled successfully, the whole device will be erased.

4.4.5 Upload from Device
Three file types are supported: bin (binary), hex (hexadecimal) and s19/srec (Motorola S file). Select
the upload sectors.

Memory Mapping
Wame Start address End address Size FLP  EPP
[ Eectod | 415000000 0:080007FF 0:800(2K) i} N
[ Sectorl 003000200 O)S000FFF 0300 (2K i} H
[ Sector? 002001000 003001 7FF 0300 (2K} i} i0j
[ Sector3 002001200 002001 FFF 0300 (2K H N
[ Sectord 003002000 003002 7FF 0800(2K) i i}
[ Sector5 003002200 OB002FFF 0300 (2K i} H
[ Sectorf 0403003000 03003 7FF 0300 (2K} i} i
[ Sector? 003003500 00300 3FFF 0300 (2K} i} ij
[ Sectord 002004000 002004 7FF 0300 (2K H N
[ Zectord 003004500 003004 FFF 0800(2K) i i}
[ Sectorl0 0403005000 0)30057FF 0300 (2K} i} i
[ Sectorll 003005500 003005FFF 0300 (2K} i} ij
[ Sectorl2 002006000 002006 7FF 0300 (2K H N
[ Sectorl3 003006500 003006 FFF 0800(2K) i i}
[ Sectorld 003007000 08007 7FF 0300 (2K i} H
[ Sectorls 003007200 0)3007FFF 0300 (2K} i} i
[ Sectorl6 003002000 003005 7FF 0300 (2K} i} ij
[ Sectorl? 002002200 0x0S00SFFF 0300 (2K H N
[ Rectorl® 003009000 030097FF 0300 (2K i} H
[ Sectorld 003009200 0)S009FFF 0300 (2K} i} i
[] Select A1 DK Cancel

Upload from Device
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4.4.6 Firmware CRC
This function is used to calculate the CRC code and compare it with the loaded file to confirm the
correctness of the downloaded files. This function can be used in the Flash access protection state.

First select the file to be compared.

Ho. File Hame File Size Address Range(Ox) Add
1 led_togele bin 2692 0B000000—03000AG3 Dalote

Firmware CRC

“Sector fill”: The Firmware CRC is performed in unit of sectors. What is filled in here is the
download data which is not filled in the sector part. Generally, it is “FF”".

4.4.7 Flash CRC
This function is used to calculate the Flash CRC value, including main Flash memory and SPIM.
This function can be used in the Flash access protection state.

© Flash CRC
Start sector Sector0—0x3000000 w  End sector Secter0—(0x3000000 s

Flash CRC Sector Selection

The start sector and end sector of the Flash memory must be set up.

4.4.8 Protection
» Select “ENABLE” - “Access protection” to enable the Flash memory access protection. The
whole Flash memory will be protected from access when executed correctly.
» Select “DISABLE” - “Access protection” to disable the access protection of the whole Flash

memory.

* Select “ENABLE” - “Erase and program protection” and click “...”, select the sectors to enable
erase and program protection in the dialog box that is popped up.

Memory Mapping
Start address End address Bize FiP  EPF
018000000 0:180007FF 0xB00(2ZK) N N
018000800 0:18000FFF 0xB00(2ZK) N N
0x08001000 0x080017FF 0xB000ZK) N N
[ Sectox3 008001800 0:18001FFF 0xB00(2ZK) N N
[ Sectoxd 018002000 0:080027FF 0xB00(2ZK) N N
[ SestorS 0x{08002800 0x08002FFF 0=B00CZK) N N
[ Sectoxt 018003000 0:180037FF 0xB00(2ZK) N N
[ Sectox? 018003800 0:18003FFF 0xB00(2ZK) N N
[ Sectord 0x{08004000 0x080047FF 0=B00CZK) N N
[ Sectoxd 008004500 0:18004FFF 0xB00(2ZK) N N
[ Sectoxl0 018005000 0:080057FF 0xB00(2ZK) N N
[ Sectorll 0={08005800 0=08005FFF 0xB00CZK) N N
[ Sectoxl2 018006000 0:080067FF 0xB00(2ZK) N N
[ Sectoxl3 008006800 0:18006FFF 0xB00(2ZK) N N
[ Sectorl4 0={08007000 0080077FF 0xB00CZK) N N
[ Sectoxl5 008007500 0:18007FFF 0xB00(2ZK) N N
[ Sectoxl6 018008000 0:180087FF 0xB00(2ZK) N N
[ Sectoxl? 0={08008800 0=08008FFF 0xB00CZK) N N
[ Sectoxl8 018009000 0:180097FF 0xB00(2ZK) N N
[ Sectoxl9 008009800 0:18009FFF 0xB00(2ZK) N N
[ Relect AL [8]:4 Cancel

Enable Erase and Program Protection
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+ Select “DISABLE” - “Erase and program protection” to disable the erase and program protection
of the whole Flash memory.

4.5 Operation Progress Page

This page shows information related to the operation progress.

™ Holtek HT32F4%0 Flash Programmer (V2.0.7)

HOLTEK i ‘

Target: HT32F40305_100LOFF_1024K

COrperation: Download

File Name: DiMled_toggle bin

File Bize: 26928 Status: 26928
Eraze

Running...

Diownload------ (led _togzle bin)

Funning. ..

Operation finished successfulll

Time: 00:00:00

Back Mext Cancel Close

Operation Progress Interface

4.6 SPIM Encryption Download
SPIM encryption principle:

When the SPIM encrypted download is required, users must first configure the SPIM FLASH _
DA and SPIM encryption key and the key is set in the user system data interface, then perform
download operation. In this case, the MCU will encrypt the download original data according to
SPIM FLASH_ DA and encryption key as well as MCU internal algorithm, then write the encrypted
data to the SPIM.

When users want to read the encrypted data in the SPIM, users also need to configure the SPIM
FLASH DA and encryption key. The MCU will decrypt the encrypted data and restore it to the
correct original data according to SPIM FLASH DA and encryption key as well as MCU internal
algorithm. When downloading files to SPIM, the following steps can be set to encrypt the download
contents.

Rev. 1.00 27 April 10, 2023



HOLTEK

HT32F49xxx Flash Programmer User Guide

Step 1: Set the SPIM FLASH_DA.

® Holtek HT32F4 Flash Programmer (V2.0.7)

HOLTEK i ‘

Please, slect wour device in the target list

Target HT?2F49395_100LOFP_1024K

FID (h) 70050340 BID (y 5001 Protocel Version 32
[ gt
SPIM Twpe W250Q128V 16MB Select © EemapOilse PALL/PAIZ pins)

SPIM FLP,S () Remapl (Use FELO/FBL pins)

Flash mapping
Hame Start address End addres Size FAP EPrP
Bectord 008000000 0020007FF O:=B00(2K) N N
Hector] 008000800 0x02000FFF O:=B00(2K) N N
Hectord 008001000 008001 7FF O:=B00(2K) N N
Bector? 008001800 002001 FFF O:=B00(2K) N N
Hectord 008002000 0x080027FF O:=B00(2K) N N
Bectors 008002800 0x02002FFF O:=B00(2K) N N
Bectorh 008002000 00800 37FF O:=B00(2K) N N
Bector? 008002300 00200 3FFF O:=B00(2K) N N
Bectord 008004000 0x020047FF O:=B00(2K) N N
Hectord 008004300 002004 FFF O:=B00(2K) N N
¥: Protected H: UnProtected
Back et Caneel Close

Encryption Range Configuration

Start address 0x08400000 plus the set “SPIM FLASH DA” forms the encryption area. If the

encryption is not required, it is set to 0.

Step 2: Set the SPIM encryption key on the “User system data” page.
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Aecess protection ECPEO(RRAM)
FAP A5 Disahle - 95KE SRAM v
Sarstern setting byte

g FF [ nWDT_ATO_EN[ ] nDEFSLP_RST [ nSTDBY_RST (] BTOPT

Eraze and program protection boytes

Namne Starteddress  End address  Size E.. EFFO-5 |EEY)|EED |EER| |\EE8)
[ Sectord 002000000 0x080007FF  0:A0002K) (M

[ Sectorl OxIA000R00  Ox0B000FFF  Cei00(K) (10

[ ector? OxIR001000  (0x080017FF  0R00(K) |10

[ Sectos3 0x02001800 0x0S00LFFF 0:80002K) [N

[ Sectort 002002000 0x080027FF (300K [N

[ SectorS 003002800 Ox0B002FFF  0:80002K) [N

[ ectorf OxIR003000  Ox080037FF  Oei00(K) (1

1 Seetrv? MIRANIANN MARNNIFFF  MANNEEY [ Select all

User data

FF FF FF FF FF FF FF

Load file

Save to file

KEY1 0 22 KE¥Z 0x FF KEEY3? 0= FF
KE¥5 0x FF EE¥6 0x FF EEY7 0x FF
e ——
Load from device Apply to device Load from file Have to file
Back Mext Cancel Clos

SPIM Encryption Key Configuration

This is the encryption/decryption key for downloading and reading data in the encryption range of
SPIM. When the access protection is disabled, the key will be erased.

Step 3: Download the files to SPIM to implement encryption download.
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